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Abstract

Given that cyberattacks represent a contemporary and multifaceted
legal issue with intersections across various legal disciplines, this study
seeks to examine one of the most critical aspects of modern public
international law under the theme of **"Criminal Liability for Cyberattacks
in Light of Public International Law."** Specifically, it addresses the issue
of criminal responsibility for cyberattacks conducted within the digital
domain, which has emerged as a new battlefield for international conflict.
Such attacks pose significant threats to national security and international
peace and security due to their capacity to provoke armed confrontations.
Moreover, the presence of foreign or domestic armed forces in the context
of these attacks raises questions regarding the criminal liability of the states
involved, a matter that remains a subject of debate and divergence among

nations and scholars.



The primary focus of this study is to address the question: **Who is
responsible for executing cyberattacks, and what are the criminal liabilities
arising from such acts under public international law?** The study's
objectives can be summarized as follows: to define the concept of
"cyberspace,"” identify the perpetrators of cyberattacks, analyze the legal
implications of such attacks, clarify the extent of criminal responsibility
stemming from cyberattacks, and examine the scope of international
liability associated with these actions. A key finding of the study reveals
that the majority of nations lack comprehensive cyberspace legislation

necessary to establish a secure online environment.
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