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Abstract

In light of the development of technology and the spread of electronic
services provided by institutions via the Internet to save time and effort,
and the emergence of cloud computing (CC) and its adoption by these
institutions to save resources and reduce costs, as a result of these services,
we have a huge amount of sensitive and important data that cloud providers
must provide security and protection from any attack. It may be stolen or
tampered with, and for this it is important to use an intrusion detection
system (IDS), which in turn analyzes and processes data received from
cloud computing in order to find any suspicious activity or behavior and
enhance the security of the system. Due to the huge amount of data
received from CC networks which needs to be processed in real time. This
will lead to a lack of efficiency in the work of IDS as it takes a long time to

analyze this amount of data. Therefore, researchers presented many studies



that address methods and strategies to improve the performance of IDS to
resolve this problem. In this thesis, the Coulomb and Franklin Algorithm
(CFA) was applied to select features in an intrusion detection system in
cloud computing networks based on the Support Vector Machine (SVM).
The proposed method was applied using the NSL KDD dataset, and the
results were compared with the ensemble feature selection and grasshopper
optimization algorithm (EFSGOA), the binary based particle swarm
optimization algorithm (BPSO), and the standard and binary based particle
swarm optimization algorithm (BPSO+SPSO). Performance measures The
main ones used to evaluate the efficiency of the proposed algorithm are
detection rate, accuracy, false alarm rate, and number of features identified.
The results showed that the proposed method, which is better than the
compared methods, enhanced the accuracy of intrusion detection in the CC
system by 99.80%. In addition, it obtained low false alarm rates (0.0022)
and only 17 features were selected from the raw data containing 41

features, which demonstrates the effectiveness of the proposed method.
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