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Abstract

Steganography has been used to conceal sensitive data against unauthorized
attempts to reveal it since ancient times. However, the development of
digital media shows that terrorism and child pornography have both
exploited steganography as a tactic. In light of this context, steganography's
countermeasure is steganalysis. The two primary schools of steganalysis
are universal, sometimes known as blind, and specific. This study
investigates image steganalysis and steganography in digital forensics
using Convolutional Neural Networks (CNNs). CNNs have shown a good
performance in computer vision tasks, and the aim is to develop precise
tools for detecting concealed information from various steganographic
approaches. A systematic approach involving training, evaluation, and
analysis aims to enhance the understanding and capabilities of steganalysis
techniques using CNNs. This thesis explores digital crime and its

challenges, including identity theft, online piracy, hacking, and



cyberterrorism. Information technology advancements have improved
quality of life but also opened up new opportunities for criminals. The
research also examines the role of digital forensics in combating
cybercrime and the ongoing need for innovative methods and tools. By
investigating the capabilities of Convolutional Neural Networks in image
steganalysis and considering the broader landscape of digital crime and
anti-forensics, this study aims to contribute to the development of more
robust and effective tools for digital forensics practitioners. The results
demonstrated that our CNN-based technique achieved the highest accuracy
of 86%, F1 score of 0.856, a recall of 0.879, a precision of 0.846,

outperforming the other algorithms.
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