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Abstract

Advances in information technology have led to the spread of cloud computing,
which is now the preferred alternative for most IT organizations. However, data
safety remains a major concern due to the open and comprehensive infrastructure
of cloud computing, which makes it vulnerable to hacker attacks. Therefore,
ensuring data security and integrity has become a top priority, and developing an
abnormal intrusion detection system using machine learning techniques is a
potential solution to identify attacks. Recurrent clouding and prevention. The
challenge of finding efficient and optimal network intrusion detection systems
requires the use of updated intrusion datasets and machine learning techniques.

Support vector machine (SVM) is integrated with White Shark Optimization



algorithm. Utilizing criteria for recall and accuracy, the suggested algorithm i1s
judged for its effectiveness. The proposed algorithm based on (SVM) was
compared with the results of the previous research that used the same two datasets
(NSL-KDD) and (Kyoto), which were all used to predict the detection of
abnormal infiltration, the results showed the best accuracy at 99.8% when using
the white shark optimization algorithm. And using the two data sets, the result
was almost equal when using the modified white shark optimization algorithm
with an accuracy of 99.9% of the two data sets for predicting the detection of

abnormal intrusion.
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Cloud computing.






