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        ʗʴॼي أصʱة ، والॽابʴʶة الॼسʨʴار الʷʱمات إلى انʨا الʺعلॽجʨلʨʻؔرات في تʨʢʱأدت ال

ومع ذلʥ ، تʤل سلامة الॽʰانات   .الآن الʙʰيل الʺفʹل لʺعʦʤ مʕسʶات تʨʻؔلʨجॽا الʺعلʨمات

ل والʷاملة  الʺفʨʱحة  الॽʱʴʱة  الॽʻʰة   ʖʰʶǼ  ʛʽʰؗ  Șقل ʳǽعلها  مʙʸر  مʺا   ، الʴʶابॽة  لʨʴسॼة 

،لهʳʺات القʛاصʻةعʛضة      ، Ȑʨʸة قȄʨها أولʱانات وسلامॽʰح ضʺان أمان الॼأص ، ʥلʚل

الʱعلʦ الآلي ǽعʙ حلاً   تقॽʻات  Ǽاسʙʵʱام  الॽʰʢعي   ʛʽلل غʶʱاف الʷʱاك أن تʛȄʨʢ نʤام  كʺا 

ʶات الʺʳاله ʙيʙʴʱلاً لʺʱʴعهامʻرة ومʛؔʱʺة الॽابʴ يʢʱلʖ الȑʙʴʱ الʺʲʺʱل في العʨʲر على   .

للʷؔف عʧ الʶʱلل في الȞॼʷة اسʙʵʱام مʨʺʳعات بॽانات الʢʱفل الʺʙʴثة    أنʤʺة فعالة ومʲالॽة

، يʦʱ دمج آلة مʳʱه الʙعʦ    وتقॽʻات الʱعلʦ الآلي  (SVM) و (   KNN   ( ʧʽʶʴة تॽارزمʨمع خ

  ʠॽش الابʛالق(WSO) ʦʱʽ تقʦॽʽ أداء الʨʵارزمॽة الʺقʛʱحة Ǽاسʙʵʱام مقايʝॽ الʙقة والʛؗʚʱ.  ل،  

قʛʱحة بʻاءً على  تʺʗ مقارنة الʨʵارزمॽة الʺ (SVM)   ) و KNN  ( ائج الاʱاثمع نʴǼ  قǼاʶةال  

(الॽʰانات    ʧʽʱنفʝ مʨʺʳع   ʗالȑʚ اسʙʵʱم NSL-KDD) و (Kyoto ʗ ، والʱي اسʙʵʱم   ) 

  ʕʰʻʱعها للॽʺعيجॽʰʢال ʛʽلل غʶʱاف الʷʱاكǼ    ʙʻائج أفʹل دقة عʱʻت الʛهʣ٨.٩٩، أ  ʙʻع ٪

  ʧʽʶʴت خʨارزمॽة  الابʠॽ اسʙʵʱام  مʨʺʳع  القʛش  الʳॽʱʻة  ال  ʧʽʱواسʙʵʱام   ʗان وؗ  ، ॽʰانات 

  ʧʽʶʴت خʨارزمॽة  اسʙʵʱام   ʙʻع تقॼًȄʛا  الʺعʙلةمʶʱاوȄة   ʠॽالأب مʧ  ٩.٩٩بʙقة    القʛش   ٪

. عʧ اكʷʱاف الʶʱلل غʛʽ الॽʰʢعي الʕʰʻʱ الʵاصه ॽʰ Ǽانات ال ʧʽʱمʨʺʳع  
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Abstract 

Advances in information technology have led to the spread of cloud computing, 

which is now the preferred alternative for most IT organizations. However, data 

safety remains a major concern due to the open and comprehensive infrastructure 

of cloud computing, which makes it vulnerable to hacker attacks. Therefore, 

ensuring data security and integrity has become a top priority, and developing an 

abnormal intrusion detection system using machine learning techniques is a 

potential solution to identify attacks. Recurrent clouding and prevention. The 

challenge of finding efficient and optimal network intrusion detection systems 

requires the use of updated intrusion datasets and machine learning techniques. 

Support vector machine (SVM) is integrated with White Shark Optimization 



algorithm. Utilizing criteria for recall and accuracy, the suggested algorithm is 

judged for its effectiveness. The proposed algorithm based on (SVM) was 

compared with the results of the previous research that used the same two datasets 

(NSL-KDD) and (Kyoto), which were all used to predict the detection of 

abnormal infiltration, the results showed the best accuracy at 99.8% when using 

the white shark optimization algorithm. And using the two data sets, the result 

was almost equal when using the modified white shark optimization algorithm 

with an accuracy of 99.9% of the two data sets for predicting the detection of 

abnormal intrusion. 
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