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Abstract 

Countering violent extremism vulnerabilities is among the biggest 

challenges in the field of cybersecurity, as cyber-attacks are constantly 

increasing and evolving, which necessitates the need to develop effective 

methods to detect and address them. The study goals is to compare 

different MLalgorithms for vulnerability classification, evaluation of the 

effectiveness of ML(ML) techniques in identifying electronic threats and 

Exploring the effectiveness of optimization using Gray-Wolf Optimization 

in cybersecurity. Emphasis was placed on using several ML models: 

logistic regression, Gaussian Naive Bayes, SVM, random forest classifier, 

decision trees, and simple neural network. These models were evaluated 

using a set of criteria such as accuracy, recallability, F1, F2, AUC-ROC, 

and AUC-PR. In addition, Gray-Wolf Optimization (GWO)has been 

implemented to improve the performance of these models. Before Gray-

Wolf Optimization, the SVM models and the random forest classifier 

showed the highest accuracy rates, while the simple neural network 



achieved the greatest recovery. After applying the optimization, all models 

experienced an improvement in their parameters, with the accuracy of the 

SVM model and the random forest classifier model reaching 0.97. The 

highest performance was achieved using the simple neural network model 

and the SVM model after applying optimization, where the accuracy 

reached 0.97 and the AUC-ROC values were close to 0.99. The results 

show that using ML to classify vulnerabilities in cybersecurity is effective, 

especially when optimization techniques such as Gray-Wolf Optimization 

are used. Despite the encouraging results, more research is needed to 

develop these methods and examine their effectiveness against different 

and complex data models. 
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 باستخذام أساليب التعلن الآلي:  تصنيف أنىاع الثغزاث والتعزضاث الشائعت

  (CVE)دراست هقارنت

 إعذاد

عزة صابزين عايذ الفىا  

 إشزاف

 عوز حسين الطزاونتالذكتىر 

 الولـخـص

حؼذ ٍنافحت ّقاط اىضؼف ىيخطشف اىؼٍْف ٍِ بٍِ أمبش اىخحذٌاث فً ٍداه الأٍِ اىسٍبشاًّ ، حٍث 

حخزاٌذ اىهدَاث الإىنخشوٍّت وحخطىس باسخَشاس ، ٍَا ٌسخيزً اىحاخت إىى حطىٌش أساىٍب فؼاىت 

َخخيفت ىـ لامخشافها وٍؼاىدخها ، وماّج أهذاف اىذساست اىشئٍسٍت هً ٍقاسّت أساىٍب اىخؼيٌ اَىً اى

حصٍْف اىثغشاث الأٍٍْت وحقٌٍٍ فؼاىٍت حقٍْاث اىخؼيٌ اَىً فً ححذٌذ اىخهذٌذاث الإىنخشوٍّت 

فً الأٍِ  Gray-Wolf Optimization (GWO)واسخنشاف فؼاىٍت اىخحسٍِ باسخخذاً ححسٍِ 

 Gaussian، اىسٍبشاًّ. حٌ اىخشمٍز ػيى اسخخذاً اىؼذٌذ ٍِ َّارج اىخؼيٌ اَىً: الاّحذاس اىيىخسخً 

Naive Bayes  ،SVM  ٍصْف اىغاباث اىؼشىائٍت ، أشداس اىقشاس ، واىشبنت اىؼصبٍت ،

و  F1اىبسٍطت. حٌ حقٌٍٍ هزٓ اىَْارج باسخخذاً ٍدَىػت ٍِ اىَؼاٌٍش ٍثو اىذقت وقابيٍت الاسخشخاع و 

F2  وAUC-ROC  وAUC-PR ىخحسٍِ  زئب اىشٍادي إىى رىل ، حٌ حطبٍق ححسٍِ اى. بالإضافت

 SVM، أظهشث َّارج Gray-Wolf Optimization (GWO)أداء هزٓ اىَْارج. قبو ححسٍِ 

وٍصْف اىغابت اىؼشىائٍت أػيى ٍؼذلاث اىذقت ، بٍَْا حققج اىشبنت اىؼصبٍت اىبسٍطت أمبش قذس ٍِ 

ج اىخؼافً. بؼذ حطبٍق اىخحسٍِ ، شهذث خٍَغ اىَْارج ححسْاً فً ٍؼيَاحها ، حٍث وصيج دقت َّىر

SVM  حٌ ححقٍق أػيى أداء باسخخذاً َّىرج اىشبنت 0..7وَّىرج ٍصْف اىغابت اىؼشىائٍت إىى .

وماّج قٌٍ  0..7بؼذ حطبٍق اىخحسٍِ ، حٍث وصيج اىذقت إىى  SVMاىؼصبٍت اىبسٍظ وَّىرج 

AUC-ROC  ٍِ حظهش اىْخائح أُ اسخخذاً اىخؼيٌ اَىً ىخصٍْف ّقاط اىضؼف فً ...7قشٌبت .



 Gray-Wolfٍبشاًّ فؼاه ، خاصت ػْذ اسخخذاً حقٍْاث اىخحسٍِ ٍثو ححسٍِ الأٍِ اىس

Optimization (GWO) ، ػيى اىشغٌ ٍِ اىْخائح اىَشدؼت ، هْاك حاخت إىى ٍزٌذ ٍِ اىبحث

 ىخطىٌش هزٓ الأساىٍب وفحص فؼاىٍخها ضذ َّارج اىبٍاّاث اىَخخيفت واىَؼقذة.
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