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Abstract

Countering violent extremism vulnerabilities is among the biggest
challenges in the field of cybersecurity, as cyber-attacks are constantly
increasing and evolving, which necessitates the need to develop effective
methods to detect and address them. The study goals is to compare
different MLalgorithms for vulnerability classification, evaluation of the
effectiveness of ML(ML) techniques in identifying electronic threats and
Exploring the effectiveness of optimization using Gray-Wolf Optimization
in cybersecurity. Emphasis was placed on using several ML models:
logistic regression, Gaussian Naive Bayes, SVM, random forest classifier,
decision trees, and simple neural network. These models were evaluated
using a set of criteria such as accuracy, recallability, F1, F2, AUC-ROC,
and AUC-PR. In addition, Gray-Wolf Optimization (GWO)has been
implemented to improve the performance of these models. Before Gray-
Wolf Optimization, the SVM models and the random forest classifier

showed the highest accuracy rates, while the simple neural network



achieved the greatest recovery. After applying the optimization, all models
experienced an improvement in their parameters, with the accuracy of the
SVM model and the random forest classifier model reaching 0.97. The
highest performance was achieved using the simple neural network model
and the SVM model after applying optimization, where the accuracy
reached 0.97 and the AUC-ROC values were close to 0.99. The results
show that using ML to classify vulnerabilities in cybersecurity is effective,
especially when optimization techniques such as Gray-Wolf Optimization
are used. Despite the encouraging results, more research is needed to
develop these methods and examine their effectiveness against different

and complex data models.
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