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Abstract

The wide publicity of Social Networks lately has brought the consideration
of Cybercriminals which aim to distribute spams and harm contents. Those
spammer create FAKE accounts over different Social Networks services to send
their spams to legitimate users. Cybercriminals may also use stolen profiles of

legitimate users to send their spams and malicious messages.

Most existing researches for detecting spams on Twitter focus on defining of
spammers for account blocking. This mechanism is not work well with spammers
who may regularly post non-spam content in order to act as legal users. This
mechanism may hurt a legal user who grant permission to a 3rd party that uses his
username to post spam tweets. This research aims to build an automated tool to
detect the spams in the Twitter and control the spammer profiles using SVM and
feature selection algorithms. The result shows high percent of accuracy (95%)
when we evaluated the proposed tool based on 1000 tweets (as training data set),
and 100, 500, 1000, 2000 tweets (as testing data set). has been compared with
algorithms the proposed technique outperforms other existing detection techniques

including (Naive Bayes and Random Forest). The average of accuracy of the



proposed technique is (0.9525) followed by Random Forest technique, and Naive
Bayes with (0.70), (0.50) respectively






